Abstract
Introduction
Sensor networks present a feasible and economic solution to some of our most challenging problems like defense applications, traffic monitoring, pollution/weather monitoring, wildlife tracking and so on. Many applications, in particular military applications are dependent on the secure and reliable operation of the sensor network. The survivability of the network is threatened by resource limitations and security attacks. With the increasing adoption of wireless sensor devices and networks, it becomes essential to design efficient IDS. Such networks are particularly vulnerable as they operate in an open medium. The traditional prevention techniques such as user authentication, data encryption, avoiding programming errors and firewalls are used as the first line of defense for sensor networks. If a password is weak and is compromised, user authentication cannot prevent unauthorized use, firewalls are vulnerable to errors in configuration and ambiguous or undefined security policies. They are generally unable to protect against malicious mobile code and insider attacks. Programming errors cannot be avoided as the complexity of the system and application software is changing rapidly leaving behind some exploitable weaknesses. Intrusion detection is therefore required as an additional wall for protecting systems [1] . We will approach the intrusion detection as a distributed coordination problem in the face of uncertain, incomplete information with soft time and resource constraints. We will assume that agents embedded in each sensor in the network act as cooperative peers who not only monitor their hosts and the sensor network traffic for possible attack signatures but also monitor their peers in case they have been compromised by malevolent attackers. The goal of these agents is to form the 'first line of defense' against attacks. This role entails identifying early signs of attack and recognizing situations that are likely to predate an actual attack, e.g., systematic scanning activity. Virtual human technology is being applied to marketing [3] and entertainment [5] too. Emotion models are a critical component of this technology, providing virtual humans that are better facsimiles of humans as well as providing a more engaging experience. Some recent work related to intrusion detection for sensor networks could be located in [7] , [10] , [13] . This paper proposes an emotional ant based approach to identify possible pre-attack activities and subsequently correspond with a centralized intrusion detection mechanism. Security monitoring in the sensor network is achieved by the foraging behavior of natural ant colonies. Ants may be positioned at relevant locations in the interconnected sensor networks and for some of the related vocabularies to be described in this section please refer [1] [2] . An important advantage of the proposed approach is that the intruder traversed trails could be easily available.
Ant Colony Approach
Data mining approaches for intrusion detection were first implemented in mining audit data for automated models for intrusion detection. Several data mining algorithms are applied to audit data to compute models that accurately capture the actual behavior of intrusions as well as normal activities [4] . Audit data analysis and mining combine the association rules and classification algorithm to discover attacks in audit data. Other approaches include fuzzy rule based classifiers [2] , Genetic Programming techniques [1] , Support Vector Machines, Decision Trees [6] . A hierarchical distributed IDS architecture is analyzed in [12] . In [13] a self-organized ant colony based clustering technique is introduced (ANTIDS) to detect intrusions. Different adaptive and self organized techniques have been already envisaged in designing the IDS. The present work contemplates some of the related works in a different form, where the ant agent would create a framework that allows user to define the characteristics of a given interaction due to intrusion. The ant system given in [8] and [9] and the proposed approach for IDS are presented as follows.
Ant Colonies System
The basic algorithm is described as follows:
Initialize Visibility is based on strictly local information and represents the hemistich desirability of choosing node j when ant is in node i. Visibility is used to direct the searching capabilities of ants, although a constructive method based on its sole use could produce very low quality solution.
• The amount of virtual pheromone trail τ ij (t) on the edge and this trail is updated online. The apply online delayed pheromone update (τ, s 1 ,….,s k ) is used to store the track and edge details in the Tabu list with the following pheromone update rule:
∆ S j τ j is the combination of a solution s j to the update for pheromone value τ j (k is the number of solution used for updating the pheromones), ρ is the evaporation rate and f is a function which usually maps the quality of a solution to its inverse.
Emotional Ants System
The basic idea is to identify the affected path of intrusion in the sensor network by investigating the pheromone concentration. The work also emphasizes the emotional aspects of agents, where they can communicate the characteristics of particular path among them through pheromone update. Therefore, in a sensor network if the ants (we call it here them as emotional ants) are placed, they could keep track the changes in the network path, following certain knowledge base of rules depicting the probable possibilities of attack. Once the particular path among nodes is detected by the spy emotional ant, it can communicate the characteristics of path through pheromone balancing to the other ants; and thereafter the network administrator could be alerted. The entire model has been inspired by several contemporary works. In pure cognitive form, the approach finally incorporates two basic parts:
• emotion and its utility in decision making.
• transformation of the ant agent into an emotional ant.
First, we would like to discuss the emotion model of generic agents. The structure of any emotion model is primarily based on certain thematic reactions exhibited by the agents with the real world. They encompass affinity, satisfaction dejection and approach etc.
Emotional Agent Definition
Here the agents have to be conceived and created (characteristics should be defined e.g. name class, etc). An agent can be of the type of an object, where its function is related to the environment or of the type no object, where its functions are related to the actions to that agent must carry out. We define the emotional ants as adaptive ants with variable conflict tendencies that can adjust their schema with phenomena communication.
Basis of Rules
Rules for possible attacks scenarios as suggested by the network administrator are cumulated. Again certain primitives could be proposed to formulate these rules of sensor networks.
Emotion Templates
These templates stand for individuals and to represent different emotion states, i.e. if the parameters match with existing agents. For a clear picture of the emotion exchange model some mathematical concepts are formulated in the forth coming section.
Emotional Model of Ants
The present work closely adopts the strategy followed by the ant colony system [8] [9] . Here in the ant colony system only the ant that generated the best tour since the beginning of the trail is allowed to globally update the pheromone concentration on the branches.
IDEAS Description
The ants therefore are encouraged to search for paths in the vicinity of the best traversing so far.
So, the updating rules are:
where (i.j) are the edges belonging to the most successful traversing across sensor nodes, since the beginning is a parameter governing phenomena decay.
When an ant visits an edge, the application of the local update rule makes the edge pheromone level diminish. This has the effect of making the visited edge less and less attractive as they are visited by ants, indirectly favoring the exploration of not yet visited edge. As a consequence, ants tend not to converge to a common path. So, we extrapolate certain local updates of the pheromone trails of ant agents across sensor networks. The basis of this is to update the network nodes in terms of affinity towards intrusion at any particular point of time.
It is performed, while performing a trip across the sensor network, ant K is in a node I and selects node j ∈ J i k , The pheromone concentration of (i,j) is updated by the formula
is the same as the initial value of pheromone trails and it was set as τ o = (η. L nn ) -1 (after some experiments/ trial and error approach) where n is the number of nodes and L nn is the length of the trip made by the ant. We prepared set of ant agents as templates with basic emotion exchange ability. This exchange is accomplished through pheromone level balancing. To formulate an emotion model, the following proposition is suggested:
Let A(I,s,t) be the tendency of an intruder object that I assigns to the sensor object S at time t, I1(intruder 1)_C(I,s,t) the potential to generate the state of affinity(choice) to a particular path.
G(varg_1, varg_n) is a combination of global intensity variables which directly /indirectly affects the intrusion activity. So I_C (I,s,t) the intensity of attack, T_c(I,t) a threshold value and f_c(.) is a function specific thinking of intruder. The rule to generate a state of thinking or the choice of an intruder would look like: if I_C(I,s,t) > I_C(I,t) then set I 1 (intruder 1)_C(I,s,t) = I_C (I,s,t) -T_c(I,t) else
Set I_C(I,s,t) = 0
IDEAS Algorithm
The basic algorithm is outlined as follows: if exists at least one node j ∈ emotion _template _tabu _List (ETT List) then Choose the next node (possible to be attacked) j, j ∈J i k among the n nodes in the ETT list as follows:
where j∈J i k is chosen according to the probability of attack:
where i is the current node. Compute the changes of pheromone in every node
Exchange the (I,S,t) with I_C(I,s,t) through
Validate Path() Detect Intruder( )
Check for Next Session( )

End
The algorithm is based on multi agent system completely driven by parallel search. At a given iteration each ant moves from the current node of sensor network to adjacent node with the maximum number of violations. The probabilistic nature of algorithm also can be programmed according to the historical knowledge of the sensor network. We have introduced the concept of tabu list, where for every session the list would like to store the pheromone trace or path that is prone to attack. Here tabu ij (t) indicates the tabu list of ant (i j). The list consists in nodes in the sensor network that already has been visited nodes until the time t and the ant is forbidden to choose such node repeatedly. This is set to φ (not shown in the experiment), when the ant agent visit all nodes and completes its trip across the network. So ant agent in this work adopts the setting of parameter φ (i,l), where l is the degree of influence from the colony l. The absolute value of φ (i,l) indicates the degree of pheromone effect. The effect becomes stronger as the value increases and weakens if the value decreases. The actual validity of this rule will be examined by matching the historical data set comprised of connections marked as intruded or normal.
Experiment results
The basic idea is to identify the affected path of intrusion in a sensor network by investigating the particular path or pheromone concentration. So behavior of the path of ant agents is being formulated through a knowledge base of rules, although the rules may also depict the possibilities of attack. Tree building by an ant is an iterative process which starts with a transmission from the source to a destination node and continues until all the intended destination nodes are reached. At a given time instant t, the decision rule governing which edge an ant chooses to travel on at step s of the tree building process is pseudo random proportional, Starting with s = 0 and the initialization NR 0 = [source], this decision rule is executed until all the intended destination nodes are reached, i:e:, NNR 0:S = Φ. Based on the obtained probable intrusion, Intialize Pheromone Values (τ) ants could detect the trace and produce the above choice range of intruders after traversing the nodes. We also define emotional ants as adaptive agents with variable conflict tendencies that could also adjust their agent schema and behavior during the traversing of sensor nodes. The pheromone update i.e. PH abs and PH sum is analyzed and shown in the Table 2 . As envisaged, because of the different pheromone balance on different track on a sensor network, experiment has produced encouraging results. The simulation clearly indicates different categories of intrusion where pheromone value seems to be positive and coordination mechanism looks effective. Practically the calculation of synthetic pheromone for all nodes have been calculated and expressed as the following syntax (see Table 3 ):
The regulation of final tendency of ants to detect the intrusion is high according to the coordination mechanism adopted in the behavioral template. 
Conclusions
The proposed model of emotional ants presented the collaborative distributed intelligence as a distributed coordination problem in the face of uncertainty, incomplete information with soft time and resource constraints. An important feature of the IDEAS framework is the ability to perceive behavioral patterns, deliberate and act based on self organizational principle initiated with probability values. Future research will be targeted to coordinate with the conventional IDS approaches (example, SCIDS) [2] to aid the detection process.
